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Abstract

Several unmanned aerial vehicles (UAVS) or drones can hover around restricted areas or
perform illegal or disruptive operations, steal critical information, affect normal operational flows
within organizations, or even invade individuals' privacy. Such vehicles can traverse areas beyond
human reach, such as unfriendly terrain or otherwise hazardous areas.

With the increase of incidents where such drones are used for notorious means, a defense
system is needed to eliminate such targets and deter them from executing their malicious
operations. The SkyPhoenix anti-drone defense system can be executed and developed as an
opposing UAV equipped with certain technologies and necessary intelligence to target assaulting
drones by either weakening their performance, tracking their base location, disrupting, jamming
their connection, or even capturing them.

The SkyPhoenix anti-drone defense system can ensure the user's safety by not having to
intervene to deter a hostile UAV physically. A speedy response to threats could be realized when
using a defense drone due to the quick deployment of drones, which could help minimize the harm
a hostile UAV does.

Keywords: airports, drones, interception technology, jamming, radar tracking, rogue drone,

safety, sensors, target tracking.
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CHAPTER 1: INTRODUCTION

1 Introduction

The use of drones has become increasingly popular in both civilian and military
applications. However, the widespread adoption of drones has also led to the emergence of rogue
drones, unmanned aerial vehicles flown without proper authorization or pose a security threat.
Defense drones have been developed and deployed by various military and security organizations
to combat the threat posed by rogue drones. Defense drones are unmanned aerial vehicles equipped
with various technologies to identify, track, and neutralize rogue drones.

To combat rogue drones, a defense drone must be able to utilize technologies to detect and
track opposing drones. Then, once the coordinates are set, the defense drone will counter rogue
drones using either physical technologies, electronic and systematic technologies, or even an
effective combination of both. Detecting rogue drones can be achieved through different
technologies that vary in effectiveness, ease of operations, and computational power including
radar and radio frequency (RF) signals, which may not necessarily provide real-time data if
executed from a supporting control unit afar from the drones. Other technologies include sensor
readings and computer vision, where rogue drones can be detected and track their coordinates and
movements, allowing defense drones to take action by intercepting and neutralizing them.

Neutralizing rogue drones can be automated in the sense that the defense drone is
embedded with agents that evolve and learn as they are fed computational data and necessary
knowledge. Agent-based defense drones can autonomously detect and intercept rogue drones as
they analyze and filter data from different sources, including their knowledge base. Thus, they can
utilize defense technologies for accurate real-time identification and tracking.

Defense technologies vary from physical defense to electronic means of defense. While
physical defense includes net-capturing, projectile targeting, laser aiming, and further direct
physical collisions with a given rouge drone, electronic defense is deemed more complex as their
implementation must be analyzed by both the manufacturer and the defense drone for effective
outcomes. The most common means of electronic defense is RF and GPS jamming, where defense
drones can issue signals that disrupt the navigation and control systems of rogue drones and render
them inoperable. Other attacks on rogue drones utilized cyber-attacks to corrupt a rogue drone's
system by injecting false or inaccurate data that may result in internal damage within a rogue drone

as it goes off mission, even going out of bounds of its own network.
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The development and deployment of defense drones have proven to be an effective means
of combating the threat posed by rogue drones. Defense drones can neutralize rogue drones safely
and efficiently by utilizing a combination of technologies such as sensors, jammers, autonomous

systems, and physical capture devices.

1.1  Problem Statement

Drug trafficking is the illegal trade and distribution of law-prohibited drugs across state
borders. Chronically, criminals have long strived for more convenient and efficient tools to
smuggle drugs across borders maliciously. One possible venue criminals can utilize to smuggle
drugs conveniently, are drones. With the major technological advancements, drones are now
available in stock markets at affordable prices, and most can carry payloads of varying weights.
As such, criminals can load the drugs onto the drone and fly it over a distance to cross protected
borders and reach the receiving party safely. Having such transportation available to criminals can
reduce their chances of being apprehended. As such, authorities are expected to adapt to the ever-
evolving approaches that criminals adopt to achieve their crimes.

To combat such illicit behavior, the SkyPhoenix anti-drone defense system can be
implemented to intercept malicious drones. Such a defense system can be based on jamming the
communication between the criminals and the malicious drone. Consequently, the defense drone
is equipped with a jamming device that activates when it detects a target to intercept it and follows

it back to its sender or its landing zone.

1.2 Aims and Objectives of the Projects
The following are the aims that shall be accomplished throughout the project:
1. Improving the security level of sensitive facilities against unauthorized aerial surveillance
which include airports, governmental buildings, and prisons.
2. Ensuring privacy by preventing drones from spying.
3. Ensuring public safety by providing a method to counter malicious drones that threaten

public events.
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The objectives that will be achieved by the end of the project are listed as follows:
1. Utilizing a user-friendly application to activate and deactivate the defense system.
2. Having a programable drone that can reach a desired altitude and position automatically.
3. Implementing destructive and non-destructive defense mechanisms.
4. Employing the use of microcontrollers and operational components such as servos and

sensors in developing the SkyPhoenix anti-drone defense system.

1.3  Significance, Scope, and Definitions

Drones of this design could be a short-term solution to combating smugglers and
guaranteeing air traffic safety. This drone can be developed in the long term by different
institutions. It can be used at the Ministry of Interior and Ministry of Defense to protect the security
and peace of the country from smugglers and saboteurs. Simply, this device can detect other drones
and send jammer signals to send them to go back to their origin. Also, there is a net that will help
the drone to stop the drone immediately by dropping a net over the other drone. So, this designed
drone will defend against, detect, and terminate other drones. Finally, this drone will be a designed

system that is easy to use and deal with by the authorities approved to use such a device.
1.4 SWOT Analysis

Table 1.1 presents a SWOT analysis of the SkyPhoenix anti-drone defense system,

highlighting its strengths, weaknesses, potential opportunities, and possible threats.
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Table 1.1. SWOT Analysis for the project.

e Non-destructive approach. )
o e Short effective range.
o Cost efficient. o o
- ) ) ) e Limited functionality.
e Utilizes a user-friendly interface with ) ]
) ) o e Short period of operation due to
diverse functionalities.

. reliance on battery.
e Mobility.

e Can be marketed for private operation or ] o
L e Regulation & governance limitations
used by public institutions.
) ) and approvals.
e Serves multiple roles, commercial and )
N e Chance of component failure.
military.

Table 1.2 presents a SWOT analysis of the team members, highlighting their strengths,

weaknesses, opportunities, and threats.

Table 1.2. SWOT Analysis for the team members.

e Different technical skills.

e Team members have good problem- o )
] ] e Having Limited knowledge regarding
solving skills. )
) the UAV and defense system skills.
e All team members are desired to have the

best outcome.

e Expanding the knowledge of team
members.

o ) e Different ideas and mindsets.

e Improve engineering skills.

e Develop time management skill.
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1.5 Report Outline

This report is divided into six chapters to establish a proposed solution to the initial problem
of establishing the SkyPhoenix anti-drone defense system. The chapters shall be outlined as
follows:

The first chapter covers an overview of the background, problem statement, aims,
significance, and the project's analysis.

Research and previous projects are considered in the second chapter, which details the
literature survey and review of the currently available solutions that have implemented similar
anti-drone defense systems. The different approaches are then compared towards the end of the
chapter to shape and reform the proposed solution.

The third chapter shall provide the design and architecture of the project as a whole,
alongside the main features of the proposed SkyPhoenix anti-drone defense system. Consequently,
possible hardware and software alternatives shall be compared to pick appropriate system
implementation tools. Last, the chapter shall contain an approximate budget for the system.

The fourth chapter provides a detailed discussion of the implementation of the project,
including a detailed explanation of how the various components of the project are combined to
achieve the project's aims.

During the fifth chapter, the system shall be evaluated regarding the ethical concerns that
surround the implementation of the system. Some aspects of the ethical concerns discussed include
societal, environmental, and business perspectives.

The sixth chapter shall mark the end of the report where the overall summary of the
different stages of the project is briefly mentioned. A Gantt chart is provided, which shall provide

an overview of the allocated time to fulfill the project.
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CHAPTER 2: LITERATURE REVIEW

2 Literature Review
This chapter of the report surveys previous projects and systems related to developing the
SkyPhoenix anti-drone defense system. It covers previous research and studies of the field of anti-

drone systems.

2.1  Historical Background
Using commercial drones as a defense system is a relatively new concept with limited
capabilities. However, some applications have used commercial drones as a defense system. One
example is the use of drones for military and law enforcement agencies' surveillance since the
early 2000s [1]. It is one of the best solutions for surveilling difficult or dangerous areas for humans
to access, such as toxic zones or areas with high crime rates. Furthermore, commercial drones have
been used as a defense system in the protection sector [2]. Such surveillance has been achieved by
equipping drones with sensors, advanced camera systems, and physical-capturing mechanisms.
The defense system can detect threats and monitor critical infrastructure such as powerlines, oil
pipelines, airports, and jails. Surveying the AUK library: alongside IEEE Computer Society2 and
Engineering Source by EBSCOs libraries, about 40 sources, including articles, journals, and
research papers, were gathered and read. Of those research papers and journals, some were deemed
divergent from the topic of anti-drone defense systems by the group members and were narrowed
down to seven research topics listed as follows:
1. Defending against Intrusion of Malicious UAVs with Networked UAV Defense
Swarms [1]
2. Multi-Agent Coordinated Close-in Jamming for Disabling a Rogue Drone [2]
3. An Anti-Drone Device Based on Capture Technology [3]
4. CEDAR: A Cost-Effective Crowdsensing System for Detecting and Localizing
Drones [4]
5. Towards the Detection of GPS Spoofing Attacks Against Drones by Analyzing
Camera’s Video Stream [5]
6. Airspace Systems’ ‘Interceptor’ Can Catch High-Speed Drones Sll by Itself [6]
7. Distributed Estimation and Control for Jamming an Aerial Target with Multiple
Agents [7]
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2.2  Defending against Intrusion of Malicious UAVs with Networked UAV Defense
Swarms

The researchers of this paper propose another approach to implementing an anti-drone
defense system. They argue that to intercept and capture malicious drones, the defense system
deploys a swarm of drones that form a large cluster that surrounds a malicious drone and restricts
its movements. The approach is implemented using four key phases: The clustering phase,
formation phase, chase phase, and capture/escort [1]. Notably, the clustering of the drones is
achieved through the ‘KHOPCA’ clustering algorithm to adapt to the high-dynamic drone
network. During the chase phase, the defense drones move together to surround the malicious
drone which then collide or restrict the malicious drone movement (capture) as shown in the

following figure:

dLIAVR

AV millAV

dlIAYR

Figure 2.1. lllustration of the defense system approach.

2.3  Multi-Agent Coordinated Close-in Jamming for Disabling a Rogue Drone

Within the research work titled "Multi-Agent Coordinated Close-in Jamming for Disabling
a Rogue Drone," the framework proposes having a multi-drone system to track and later jam the
signals of a rogue or attacking drone. Their research has proven the multi-drone to be highly
efficient as drones are given limited storage and processing capabilities; however, their

implementation uses many algorithms and relies on several detection and interception technologies

[2].
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The detection technologies are RF signals, sensor readings, and thermal imaging. While
countering a rogue drone, the framework suggests using an algorithm to conquer the opposing
drone, limit its geographical location, and apply soft measures such as jamming or physical hard
measures by knocking it down. Such a strategy can be achieved by having radars mounted on each
drone within the system, allowing them to track and counter the drone accurately and more
efficiently without disturbing nearby communications, especially when jamming occurs. The
given study also analyses and gives an overall view of existing work and literature on countering
drones hovering over sensitive areas, where defense can be implemented within different intensity
levels and through different approaches, whether physical, electronic, or a combination of both, as

shown in the accompanying figure.
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Figure 2.2. Various means and technologies of countering a rogue drone.
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2.4 An Anti-Drone Device Based on Capture Technology
This paper surveys one possible approach to implementing an anti-drone defense system
that captures malicious drones. Therefore, a capturing device is lain out in the paper such that, the

device houses a catching net and has 6 launching mechanisms as shown in the following figure:

Central Launch

7
— / Launch

Base gL L) Mechanism

Figure 2.3 The net launch mechanism used by the system.

For the device to be versatile, the capture device gets attached to an arbitrary market drone.
For the system to function properly, the drone gets to the target location and aims at it by adjusting
the launch angle of the capture device [3]. Then, the six launch mechanisms are ejected to propel

the net towards the target, which expands and collides with it as shown in Figure 2.4,

demonstrating the stages of the capturing process.
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Figure 2.4 The stages of the capturing process.

2.5 CEDAR: A Cost-Effective Crowdsensing System for Detecting and Localizing
Drones

CEDAR refers to the anti-drone defense system based on detection rather than physical
intervention. The researchers behind the system claim that misuse of drones in urban
neighborhoods has become more common with commercialization of drones. In turn, they propose
the CEDAR system to localize drones by having participants form a detection network through
their phones [4]. The researchers argue that traditional detection methods involve radars which are
economically infeasible. Therefore, utilizing the crowd’s density in urban areas can be cost

effective.

Traditional Approaches Mobile Crowdsensing

radition approaches | >

A

! 2

e B

Figure 2.5 Crowd sensing approach for detection (Right) compared to traditional radars (Left).
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The CEDAR system exploits the fact that consumer drones rely on Wi-Fi technology to
establish connection with the controller. The proposed method facilitates the received signal
strength (RSS) transmitted by the drone, to conduct a position estimation of the drone. However,
because the drones have similar signals to Wi-Fi access points, it can be difficult to distinguish
between a drone and an access point. For that reason, the CEDAR system designers collected a
database of the MAC addresses and SSID generation patterns of the most common drones’
manufacturers, such that a detected signal is compared to the database to determine if it originates

from a drone. The workflow of the sensing platform is shown in the following figure:

Collecting
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Figure 2.6 The workflow of the sensing platform.

2.6 Towards the Detection of GPS Spoofing Attacks Against Drones by Analyzing
Camera’s Stream.
This research paper focuses on using the drone's camera and GPS to detect and determine

GPS spoofing attacks. The GPS protocol's lakes encryption and authentication mechanisms make
it susceptible to spoofing attacks. Individuals with lousy intent can use software-defined radio
(SDR) or specialized GPS spoofers that are easily obtainable online to insert false GPS signals [5].
Consequently, the drone may be led to believe that it is operating in a location that is different
from its actual location.

The method involves:

1. collecting frames and GPS locations during drone flight

2. calculating the correlation and distance between frames

3. generating a graph to model the change in correlation against GPS distance.
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The model is then used to predict the next point, and if the predicted and actual distances
match, there is no GPS spoofing. If the predicted distance exceeds the actual distance, it confirms

a GPS spoofing attack.

Correlation

0 100 200 300 400
Distance

Figure 2.7 Correlation as a function of distance for location.

Frames -

Predict_Distance
-4,5513*77.6014+455.2798=102.0925

Correlation

Real_distance~Predict_distance

v

Distance

Linear regression:
f(x)=-4.5513*X+455.2798.
RMSE of the model is 0.3690.
R-squared score is 0.9992.
MEA score is 0.4958.

Figure 2.8 Obtaining five frames and trying to predict the distance for frame five.

Real_Distance
Frame correlation= 77.6014%

An app was developed to collect GPS locations and video frames from a drone's video
stream using DJI's Android mobile software development kit (SDK). The video stream's sampling

rate was adjusted to simulate different flight speeds, and the collected data samples were stored on

a PC for input in the model.
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2.7  Airspace Systems’ ‘Interceptor’ Can Catch High-Speed Drones SlI by Itself
Airspace Systems is a company that makes commercial-level drones with high-technology
systems. They have invented a drone equipped with advanced sensors and machine intelligence to
intercept threatening drones at high speeds autonomously. Not only that but also, the captured
drone will be carried away in case they are loaded with dangerous stuff. The company's CEO, Jaz
Banga, mentioned that after a drone is detected by the camera and the image is processed by many
processors implemented on the drone, the drone will activate two lidars, increasing the launched
net's accuracy [6]. Additionally, the company mentioned that they are training its Al system to

predict future threats.

Figure 2.9 Commercial drone equipped with advanced sensors.

2.8  Distributed Estimation and Control for Jamming an Aerial Target with Multiple

Agents

The main focus of this paper was tracking and jamming a malicious target. One of the
approaches to safeguard public safety is using a distributed model predictive control (DMPC) for
tacking and jamming a malicious drone in 3D space by a drone equipped with radio jamming
devices. The drone was equipped with a range-finding radar and a jamming system in this research
paper. The decisions were made online over a finite planning horizon to maximize the collective

tracking-and-jamming performance while minimizing jamming interference [7].
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This drone's radar and jamming system have specific characteristics: a maximum range of
500m and a field of view of 360 degrees. Also, the radar can measure the target's range, elevation,
and bearing in addition to the ability to distinguish the target from other objects in a noisy
environment. The jamming system can emit a high-power radio signal toward the target,
interfering with its navigation circuitry and disrupting its communication links. Finally, the
jamming system has a maximum power output of 100 watts, and its power can be adjusted
dynamically based on the target's distance and bearing. Generally, it can detect and disrupt its

communication links using radio jamming. To implement the DMPC system special algorithms

were used.
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Figure 2.10 Illustration of the defense system approach.

2.9  Summary and Implications

From the preceding research, it can be seen that a multitude of approaches can be adopted to
establish a drone defense system to prevent malicious drones from achieving harmful acts. Those
approaches offer valuable insights on useful techniques, definitions and metrics that could be
incorporated into the design of our proposed system. For instance, it can be deduced that jamming
is useful as an initial obstruction to halt the malicious drone and the net launch mechanism can be
employed as a simple capture method. Last, the following table presents the comparative analysis
of the various surveyed projects that were discussed previously. It can be deduced from the table
that our proposed method utilizes a good amount of the desirable metrics to be had in a drone

defense system:
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Table 2.1. Comparative analysis of surveyed projects

Net Capture

GPS Spoofing

Radio Frequency

Jamming
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CHAPTER 3: METHODOLOGY, DESIGN AND ANALYSIS
3 Methodology and Design Alternatives

This chapter serves as a pivotal cornerstone within the project, as it unearths the intricate
details of the system design, presenting an all-encompassing insight into the intricately chosen
components pivotal for the project's successful realization. The system will incorporate an RF
jammer utilizing the Raspberry Pi microcontroller to disrupt other drones' signals effectively.
Furthermore, the chapter will delve into the intricacies of the drone detection and capture process
utilizing a net. The exhaustive explanation within this chapter will encompass the diverse

components essential for the seamless operation of the entire system.

3.1  Methodology

This project's methodology will incorporate scientific and experimental approaches
organized into six stages. The first stage will entail project planning and objective definition,
articulating the system's features and goals for achieving the desired outcomes. The second stage
involves a thorough survey of alternative options for each project component, leading to the final
design selection. In the third stage, data collection, we will gather critical information, including
block diagrams and the study of components necessary for the project. Subsequently, in the fourth
stage, data processing and analysis, we will extract meaningful insights from the collected data,
encompassing data analysis, block diagram creation, and system comparisons. The fifth stage
addresses ethical considerations, potential issues, limitations, and internal validity to ensure a
responsible and valid project. Finally, the sixth stage will focus on budget considerations,
encompassing planning, estimation, and the financial management required for the successful

execution of the project.

3.2 Features

The primary focus of the proposed project is to build the SkyPhoenix anti-drone defense
system using destructive and non-destructive techniques. For the destructive technigue, a modeled
3D-printed net launcher can be used to capture the targeted flying drone. While the non-destructive
technique is in the form of a radio frequency jammer, and it will be attached to the drone's body

with a directional antenna.
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As for the drone, it can be controlled manually or programmed to reach the desired attitude
and position. A user-friendly application to activate and deactivate the defense system will also be
utilized within the system'’s operations. Overall, the defense system shall include the following
features:

A. Autonomous positioning system to stabilize the defense drone mid-flight.

o

Malicious drone detection through a camera.

C. Disrupting malicious drones’ connections with respective bases by radio frequency
signal jamming.

D. Capturing malicious drones’ through a net mechanism.

Accordingly, the defense system would be operating according to the following flowchart:
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Figure 3.1 Flow chart of the defense system operation stages.
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3.3 Research Design

The research design for this project encompasses the development of a comprehensive anti-
drone defense system with the primary objective of safely detecting and intercepting malicious
drones. Specifically, when a malicious drone is detected, the system will activate an RF jammer
integrated into a drone, directing it towards the intruding drone. This action disrupts the malicious
drone's communication with its operator, subsequently facilitating its capture through the
deployment of a net. The system will feature application interfaces for user interaction, employ
camera-based detection for identifying malicious drones, utilize radio frequency signal jamming
technology for countermeasures, and implement a capturing mechanism involving the launch of a

net. This multifaceted approach aims to provide an effective solution for countering the potential
threats posed by rogue drones, as shown in the following figure.
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Figure 3.2 Block diagram of the system.
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3.4  Software and Hardware
Figure 3.3 illustrates various software and hardware components that will be utilized for

the destructive and non-destructive aspects of the SkyPhoenix anti-drone defense system.

SkyPhoenix: Anti-Drone
Defense System

Drone
/ Microcontroller \
Non-Destructive Destructive
System System
h 4 v
RF Jamming Net Capturing
Pzgﬁ?;n Detection Jamming
Figure 3.3 A chart of the non-destructive and destructive systems.
3.4.1 Drone

This research aims to build the SkyPhoenix anti-drone defense system using commercial
drones; therefore, three commercial drone models are compared based on several factors. The three
drone models considered for our system include Holybro X500 V2, Mavic Air, and Mavic Pro.
While the first factor is the flying range, which is 300 meters for the Holybro X500, 400 meters
for the Mavic Air, and 700 meters for the Mavic Pro, the second factor is the drone’s lifting
capacity since it will be equipped with defense mechanisms which is considered extra load on the
electrical motors of the drone. The lifting capacities of Holybro X500, Mavic Air, and Mavic Pro
are 1kg, 150g-200g, and 400g-450g, respectively. The third factor is the speed of each drone,
which is 20-50 mph for the Holybro X500, 42mph for the Mavic Air, and 40mph for the Mavic
Pro. The fourth and final factor considered is the video resolution, which will be used to detect

malicious drones. All these comparisons will be shown in Table 3.1.
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Table 3.1. Drones feature comparison.

™ pr 4
Specifications \P-'rlt-{ .
Holybro X500 V2 Mavic Air Mavic Pro
Flying Range 300 meters 400 meters 700 meters
Lifting Capacity 1Kg 1509-200g 400g-450g
Speed 20-50mph 42mph 40mph
: : . 4k 30fsp 4k 30fsp
Video Resolution Not specified
100Mbps 60Mbps

The most suitable option for the project is Holybro X500 V2 since the lifting capacity is
the largest among the alternatives. Moreover, upon thoroughly examining the Holybro X500 V2
drone documentation, it has become evident that a crucial modification is required to accommodate
our 3D-printed housing case, discussed further in Section 3.3.11. Specifically, we must tailor our
drone to have longer landing gears to ensure sufficient space and seamless integration of the
housing case into our design. Additionally, a thoughtful enhancement involves the creation of
custom-designed Velcro straps strategically engineered to securely fasten both the 3D-printed
model and the battery in place, further optimizing the overall functionality and stability of the

drone.

3.4.2 Microcontroller

Incorporating a microcontroller within the system is essential to enable its core
functionalities. The microcontroller plays a pivotal role in managing and orchestrating the intricate
tasks of jamming RF signals from rogue drones. It controls the camera to detect and track potential
threats' movements in real time. Moreover, the microcontroller facilitates the autonomous
navigation of the system’s drone toward the identified target, ensuring precise positioning for the
effective transmission of jamming signals. Additionally, the microcontroller is integral in
coordinating the deployment of the capturing mechanism, which involves the synchronized release

of a net.
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In sum, the microcontroller serves as the system's central nervous system, enabling it to
function with precision and efficiency while actively countering malicious drones. The following

table will include a comparison between Arduino UNO and Raspberry Pi.

Table 3.2 Microcontroller features comparison.

ATmega328P Broadcom BCM2711
oV 5V
4G (RAM) 16MHz
14 1/0 pins 40 GPIO
No Yes
39KEB MicroSD (16GB, 32GB,
64GB)
2KB Not supported
1KB Not supported
Not supported 8GB
No Yes
Yes Yes
Not Supported Supported

Integrated Development )
) Linux-based (Ubuntu)
Environment (IDE)

Cand C++ Python

25 grams — 0.88 ounces 50 grams — 1.76 ounces

Raspberry Pi 4 Model B was chosen since it has a better processor, larger memory, more

1/0 pins, supports Wi-Fi connectivity, and a MicroSD card can be used.

33



3.4.3 Flight Controller

A drone flight controller is a critical component that serves as the “brain” of a (UAV) or
drone. Its primary function is stabilizing the drone, interpreting pilot commands or pre-
programmed missions, and controlling its motors to achieve desired flight behavior. The flight
controller plays a crucial role in ensuring the drone's stability, responsiveness, and overall control
during flight. For stabilization, the flight controller uses various sensors, such as accelerometers
and gyroscopes, to continuously measure the drone's orientation and movement. It then makes
real-time adjustments to stabilize the drone and maintain a level of controlled flight.
Also, it can control inputs; the flight controllers interpret control inputs from the pilot or
microcontroller such as Raspberry Pi. Table 3.3 compares two flight controllers, Pixhawk 6X and
Pixhawk 6C.
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Table 3.3. Flight controllers’ comparison [11].

Pixhawk 6C

*STM32H753 single core 32-bit
Arm Cortex-M7 (up to 480MHz)
*STM32F103 32-bit Arm Cortex-
M3, (up to 72MHz)

+1MB SRAM (STM32H753)
*2MB flash memory (STM32F100)
*64KB SRAM (STM32F100)

Pixhawk 6X

* STM32H753 single core 32-bit
Arm Cortex-M7 (up to 480MHz)
» STM32F100 32-bit Arm Cortex-
M3, (up to 24MHz)
*1MB SRAM (STM32H753)
*2MB flash memory (STM32F100)
+8KB SRAM (STM32F100)
*1x Microchip Ethernet port (up to
+1x Ethernet port (up to 100Mbps)

100Mbps)
*2 GPS ports
*2 GPS ports
*16- PWM servo outputs
*Dedicated analog/PWM RSSI
. *16- PWM servo outputs
input and SBus output )
) ) *3x general-purpose serial ports
*Dedicated R/C input for PPM and
. *Dedicated R/C input for
SBus input
. Spektrum/DSM and SBUS, CPPM,
4x general-purpose serial ports
analog/PWM RSSI
*1x IC2, 1x SPI, 2x CAN
) *1x IC2, 2x CAN
*R/C input for Spektrum/DSM

*2 Power input ports with SMBus
+1x ICM-20649 Accel/Gyro from

InvenSense
*1x 42688-P Accel/Gyro from
*1x 42688-P Accel/Gyro from
InvenSense
InvenSense
*1x BMI055 Accel/Gyro from
*1x ICM-42670-P Accel/Gyro from
Bosch
InvenSense
*1x IST8310 Magnetometer from
*1x BMM 150 Magnetometer from _
iSentek
Bosch
*1x MS5611 Barometer
«2x BMP388 Barometer from
Bosch
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It was decided to use Pixhawk 6X since it is more suitable for researchers or commercial

applications than 6C due to its modular design and additional IMUs [11].

3.4.4 Battery

A LiPo (lithium polymer) battery is a rechargeable battery that uses lithium-ion technology
and features a flexible, lightweight polymer casing. These batteries are widely used in various
electronic devices, including remote-controlled vehicles, drones, smartphones, and other portable
electronics. Due to their high energy density, LiPo batteries can store significant energy in a
relatively small and lightweight package. They are available in different voltage configurations,
typically ranging from 3.7 volts (single cell) to 22.2 volts (6 cells) or even higher for specialized
applications. Therefore, three different batteries will be compared based on their capacity in

milliampere-hours (mAh), voltage ratings, discharge rate, and weight, as shown in Table 3.4.

Table 3.4. LiPo battery specifications [12].

Specifications

Capacity 1500 mAh 3700 mAh 5100 mAh
Number of cells 4 4 4
Voltage Rating per cell 3.7v 3.7v 3.7v
Discharge Rate 35C 35C 35C
Weight 181¢g 366 g 565 g

The most suitable option for the project is the 4-cell battery with 3700 mAh and 14.8 volts,
as it has enough capacity and a reasonable weight.

Theoretically, the battery runtime can be calculated using the following equation:
Battery Capacity (in ampere — hour)

Runtime(in h =
untime(in hour) Load Current (in amperes)
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The battery capacity is 3.7 Ah, and the load current can be estimated based on the electrical
components connected to the battery. The load consists of 4 Holybro motors - 2216 KV920, a
Raspberry Pi, and the RF Jammer. The current consumption of each motor at 50% is 3.6A, the
Raspberry Pi's maximum current consumption is 3A, and finally, the RF Jammer's current
consumption is 2A. Therefore, the total current consumption is 4*3.6 + 2 + 3 = 19.4A.

3.7 Ah
19.4A

Runtime(in hour) = = 0.19h * 60 min = 11.4 min

3.4.5 Camera

The Raspberry Pi Foundation provides official camera modules designed to work with
Raspberry Pi boards. Raspberry Pi offers two main camera module variants: Camera Module V1
and Camera Module V2, where the V2 has an 8-megapixel camera with improved image quality.
In addition to Raspberry Pi, other companies like Arducam also produce a variety of camera
modules that are compatible with Raspberry Pi. Therefore, the Raspberry Pi V1, V2, and Arducam
camera modules are compared based on their resolution, video capability, and cost, as illustrated
in Table 3.5.

Table 3.5. Raspberry Pi cameras vs Arducam.

Specification

Arducam [13]

Raspberry Pi V1

Raspberry Pi V2

Resolution 5 MP 5 MP 8 MP
Video Capabilities v v v
Cost 3 KWD 6 KWD 16 KWD

Arducam’s camera was chosen for this project after comparing all three models since it is

cost-effective.
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3.4.6 RF Jammer

A radio frequency jammer, or RF jammer, is a device created to interrupt the signal
between two endpoints, such as cellular networks, Wi-Fi signals, GPS, Bluetooth, and other radio
signals.

The working principle of an RF jammer involves sending powerful signals or noise signals
to the same frequency band of the target device, which can interfere with the original signal. This
interference can cause signal drops, data loss, and communication failures, as shown in Figure 3.4.

In this project, it was proposed to implement an RF jammer on the body of a drone with a
directional antenna to interfere with the signal of malicious drones in the air, disconnecting them
from their respective drone controller. RF jammers can be constructed using microcontrollers and
wireless communication modules, but a ready-made jammer will be bought due to the lack of
reliable sources on the internet.

Three different jammers with varying frequency ranges have been found: the first with a
frequency range of 315 MHz and 433 MHz, the second with a frequency range of 2.4 GHz, and
the third with a frequency range of 5.8 GHz. It was decided to use the 2.4 GHz jammer module
since most drones' communication systems use that frequency range, and it will not interfere with
our drone's communication since it uses a 433 MHz frequency range. Figure 3.5 shows the jammer

module that will be used.
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Figure 3.4 Mobile RF jammer approach [14].
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Figure 3.5 2.4 GHz RF jammer module.

3.4.7 Directional Antenna

A directional antenna is an antenna that radiates power in one or more directions. This
capability generally allows a directional antenna to maintain an increased performance in
transmitting and receiving transmissions. It can also focus all its strength and transmit power in
one general direction, thus optimizing its signal strength and minimizing signal loss. In contrast,
omnidirectional antennas, such as dipole antennas, radiate radio waves over a wide angle or receive
from a wide angle, making them less suitable for applications requiring a specific direction. In our
case, a directional antenna is more favorable to avoid disrupting our drone communication system
and to focus the jammer-generated noise signal on the malicious drone [14], as shown in the
following figure.
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Figure 3.6 The difference between directional and omnidirectional antenna [16].
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3.4.8 Relay Switch

A single-channel 5V relay is an electronic switch that can be controlled with a low-voltage
signal of typically 5 volts. This relay is intended to control a single electrical circuit and is useful
for turning a device On or Off by switching the power supply to that device. A 5V signal is
typically sent to the relay module to activate the relay. This signal, when received, energizes the
relay’s coil, which causes the switch contacts to change state (open or closed), thereby controlling
the connected device. In our case, the Raspberry Pi will control the relay to turn On and the jammer

as required. Figure 3.7 shows the relay that we chose.

Figure 3.7 Single channel 5V relay module [17].

3.4.9 DC-DC Buck Converter

A DC-DC buck converter is a voltage regulator designed to lower a higher input voltage to
a desired lower output voltage. Its popularity and ubiquity stem from its efficiency, reliability, and
ability to enhance the performance of various electronic applications. The fundamental
architecture of a buck converter includes key components such as a switch (often a transistor), an

inductor, a diode, and a capacitor, as shown in Figure 3.8.
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Figure 3.8 Schematic diagram of DC-DC Buck converter [18].
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As the switch toggles between on and off states, energy is transferred, which results in a
regulated and stable output voltage. During switching operation, during the "on" state, the switch
allows current to flow through the inductor, storing energy in its magnetic field. Subsequently,
during the "off" state, the inductor releases this stored energy to the output, creating a pulsed or
square-wave output. The duty cycle, or the percentage of time the switch is on, governs the average
output voltage, offering a dynamic control mechanism. The role of the inductor and capacitor is
that the inductor acts as a vital energy storage component, preventing sudden voltage fluctuations.
Simultaneously, the capacitor smooths the output voltage and current, ensuring a stable and ripple-
free power supply. Because of their high efficiency, buck converters can be found in applications
and various electronic devices and systems. They are instrumental in power supplies, battery
charging circuits, and any scenario requiring a reliable and regulated power source. Their
efficiency arises from the minimized energy loss during the voltage reduction process, contributing
to increased overall system performance.

We will utilize the primary power distribution board (PDB), linked to the drone's 14.8V
battery, to supply power to both the Raspberry Pi and the jammer. We will use the two converters

shown in Figure 3.9 to achieve this.
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Figure 3.9 DC-DC buck converter [19].
3.4.10 Servo Motor
A servo motor is a rotary motor that enables precise control of its angular position. The
TowerPro SG90 9g Mini Servo is a prime example of a 180-degree rotation servo. This digital
servo motor adeptly processes PWM signals, resulting in faster and more efficient updates in
response to external stimuli. Additionally, its advanced internal circuitry allows for impressive
torque and holding power. The servo will control the capturing net that can be released from the

drone. Figure 3.10 shows the servo motor.

Figure 3.10 TowerPro SG90 servo [20].
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3.4.11 Net Capturing and Housing Case

In this approach, a net-capturing mechanism is under consideration. The idea entails
designing a case attached to the drone's underside, accommodating a net, microcontroller, and
servo motor. The designed housing case is configured with a space-shaped design intended to
house the microcontroller, facilitating the connection of all other components. The holder
incorporates a tube-shaped net storage section and a servo motor responsible for deploying and
retrieving the net. When the drone is positioned and ready to capture the malicious drone, the
microcontroller assumes control of the servo motor. The designed body will then be affixed to the
drone's frame. Figure 3.11 illustrates the expected housing case design. Notably, the net size will
be determined based on the dimensions of the drone to be captured. It is essential to acknowledge
that this approach is regarded as destructive, as the deployed net will ensnare and potentially
damage the target drone. The following figure offers a preliminary design that will undergo further

refinements, depending on the approach to apply the design.
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Figure 3.11 Capturing net mechanism housing case preliminary design.
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In evaluating the most suitable material for the housing case of a drone system designed to

deploy a net, two primary alternatives have been considered: acrylic and 3D-printed polylactic

acid (PLA). Acrylic, known for its rigidity, offers a cost-effective solution; however, the material

has a relatively higher weight, and its susceptibility to brittleness may pose challenges in overall

drone performance and durability. On the other hand, 3D-printed PLA provides a lightweight and

customizable option, offering benefits such as reduced waste, biodegradability, and sustainability.

Considering the availability of the 3D printing equipment and required filament within our

university, the higher cost of the process does not pose an obstacle, and it also offers potential

advantages in weight reduction and customization. The choice between acrylic and PLA depends

on the specific priorities of the drone system, balancing factors of cost, weight, durability, and

sustainability, as detailed in Table 3.6.

Table 3.6. A Comparison between housing case design material.

Criteria Acrylic 3D-Printed PLA
Weight Heavier Lightweight
" . ) Customizable, may be less
Durability Rigid yet brittle

durable in certain conditions.

Sustainability

Not biodegradable, derived from

petrochemicals.

Biodegradable, derived from

renewable resources.

Customization

Limited customization

Highly customizable through
3D modeling and printing

Cost

More cost-effective upfront, yet
repeated designs would be required

in case of possible damages.

Higher upfront cost, potential

long-term savings

Environmental Impact

High impact during manufacturing

and production, unsustainable

Reduced waste
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Assessing the key factors between the acrylic and 3D-printed PLA materials, we have aimed
to proceed further with the 3D-printed PLA as it is lightweight, which is the main consideration
considering the weight attached to the drone is a main concern to its stability. Moreover, the 3D-
printed PLA offers a more durable and customizable option, is a more sustainable choice with
lesser environmental impact, and is more accessible at a lesser cost, given our university's
invaluable resources.

Using the 3D-printed PLA, we navigated through different modeling software for desktop
and iPad platforms. Desktop applications included Autodesk AutoCAD, Blender, and SketchUp.
However, iPad applications were mainly limited to Shapr3D and Procreate, with Procreate being
a 2D design platform that allows some 3D sketching by installed add-ons. While modeling through
desktop applications seems to be the most appropriate option, such software requires us to purchase
a license and have sufficient background in 3D modeling. Moreover, it is necessary to have access
to computers with high processing power to handle the modeling process efficiently and easily.

Given these obstacles, we have decided to use the Shapr3D iPad application. Shapr3D offers
an equivalent professional-grade 3D CAD modeling platform with a more friendly interface, as
shown in Figure 3.12, especially for users with minimal background in 3D design. It provides the
user with the needed tutorials to start with the modeling process, making the application’s interface
intuitive and easy to navigate through. The touch-based interface is optimized for iPad use, taking
advantage of the Apple Pencil and touch gestures, consequently providing high precision and
accuracy. Moreover, it is noteworthy that the developed models within are highly compatible with
desktop CAD software, and users can export their designs in various standardized forms, allowing

a flexible workflow and a seamless transfer across different CAD applications.
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Figure 3.12 Shapr3D modeling application’s user interface.

3.5  Analysis

The entire system relies on a sophisticated camera system for detecting moving drones,
initiating a sequence of actions that include directing a designated drone to a precise location to
disrupt signals emitted by intruding drones and subsequently employing a net-based capturing
mechanism to destabilize and immobilize the target. Central to this system is the Raspberry Pi, a
compact yet powerful computing device programmed with Python, which takes on the pivotal role
of configuring and managing the camera’s functionalities. This allows for precisely identifying
objects’ size and shape, enabling the drone to navigate between points autonomously with
remarkable precision. The system's adaptability renders it suitable for deployment in various
environments, including airports, correctional facilities, and border surveillance, ensuring its

effectiveness across diverse operational scenarios.
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3.6  Ethics and Limitations

From an ethical perspective, radio jammers can be illegal if used in a public setting where
public communications might be affected. Therefore, the project will be deployed and localized
on private properties. Additionally, the jammer's range is not too far; since the signal is directional,
it would minimize the probability of unwanted interference.

Additionally, using a net on the malicious drone might inflict damage on it, which could be
considered property damage depending on who is operating it. However, the potential for damage
to malicious drones when using a net depends on the operator's intent, potentially raising concerns
about property damage.

Moreover, the system might be misused and cause harm to regular people's drones if used
in public, where people might be using their drones for non-malicious activities such as filming
and taking pictures. Fortunately, this can be resolved by limiting those who can deploy and use the

system to those with an approved license.

3.7 Budget

The expenses associated with acquiring the components essential for implementing the
SkyPhoenix anti-drone defense system exhibit significant fluctuations, contingent on factors such
as brand and specifications. Since the financial responsibility for the project rested on the students,
the team members established a budget cap that must not be surpassed to control expenditures.
The allocated budget was 800 KD, with each team member contributing 200 KD. Therefore, the
components acquired for deploying the SkyPhoenix anti-drone defense system are detailed in
Table 3.7. This table provides a comprehensive overview of the components, including their
quantities and respective prices. The selection of these components aligns with the previously
outlined justifications. The procurement process involved obtaining these components through
either local purchases or online transactions, with the choice of online stores contingent upon their

proven reliability.
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Table 3.7. Project components budget.

Raspberry Pi 4
Model B
HolyBro PX4 1 204.7 204.7
Servo Motor 1 1.75 1.75
LiPo Battery 3700mAh 1 20 20
HDMI Cable 1 4 4
Raspberry Pi Power Supply 1 4 4
Jammer 1 10 10
Directional Antenna 1 6.250 6.250
Relay Module 1 1.45 1.45
DC-DC buck converter 2 1.845 3.69
RC Testing drone 1 10 10
Arducam 1 3 3
32GB SD Card 1 1.5 1.5
Flight Controller 1 54.38 54.38
Extended landing gears 2 1 2
84.91 KWD
500.63 KWD
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3.8  Conclusion

After thoroughly exploring suitable hardware, software components, and various design
approaches, this chapter has presented a comprehensive overview of the project's methodology,
design, and overall analysis. The design specifically centers on creating the SkyPhoenix anti-drone
defense system, which employs destructive and non-destructive techniques, featuring a 3D-printed
net launcher and a radio frequency jammer. The narrative underscores the crucial role of the
Raspberry Pi microcontroller in overseeing drone applications and conducting data analysis.
Additionally, the flight controller is a pivotal element in the system's architecture, playing a central
role in controlling drone movements and ensuring the effective integration of defensive measures.
Understanding factors such as drone models, flying range, lifting capacity, speed, and video

resolution is imperative for a well-informed design approach.
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CHAPTER 4: IMPLEMENTATION

4 Implementation

This chapter delineates the comprehensive process of realizing the anti-drone defense
system, leveraging the selected components in the Methodology and Design Chapter.
Commencing with the elected methodology for constructing the drone from inception, the
subsequent sections detail the configuration and interconnection of the remaining components. A
concise elucidation of the frame assembly ensues. Subsequently, the chapter delves into the steps
executed for implementing diverse subsystems, encompassing detection, automated movement,
jamming, and net capture. The conclusive segments, including the meticulously designed cover,
encompass the drone's ultimate appearance. Finally, after the discrete examination of each
component, an overview of the drone's system architecture is presented, encapsulating the entirety

of the system.

4.1 Drone Implementation

Within this section, we discuss in detail how our drone was made into shape through means
of assembling the drone’s parts and deciding precisely on components placement, configuring the
drone’s microcontroller and establishing a connection with the QGroundControl software, as well

as running a simulation to test the drone’s functionalities in a secure environment.

4.1.1 Hardware Assembly

The X500 V2 frame comprises high-quality full carbon fiber twill and carbon fiber tube
arms. The fiber-reinforced nylon connectors are newly designed with notches on both motor and
body sides, facilitating effortless installation. The landing gear has carbon fiber tubes with a
diameter of (16mm-10mm) and thickened strengthened connectors. The body consists of a Carbon
Fiber top and bottom plate measuring (144mm x 144mm with a thickness of 2mm). The arms are
ultra-lightweight and high-strength carbon fiber tubes (16mm) with newly designed fiber-
reinforced nylon connectors. The platform board has GPS and popular companion computer
mounting holes such as Raspberry Pi 4 or Jetson Nano. Additionally, a Dual (10mm x 250 mm)
long rail mounting system is used as a battery mount, with two battery straps and hand tools

provided for installation, as illustrated in Figure 4.1.
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Figure 4.1 Drone parts before assembling.

We began assembling all the parts by preparing the sliding bars that would hold the frame
in place. We then fixed the bottom plate on top of the sliding bars and tightened it with eight-

socket cap screws, as shown in Figure 4.2,

| — - ek

Figure 4.2 Preparing the sliding bars and the bottom plate.

Next, we connected the power distribution board (PDB) to the bottom plate. The PDB has
one XT60 connector for the main battery, six XT30 connectors that will be used to power up the

motors, and two spare connectors, as shown in Figure 4.3.
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Figure 4.3 Power distribution board (PDB).

We attached the landing gears to the bottom plate and installed the motors individually,
placing them correctly according to their rotating direction. The motors were arranged in pairs:
two were clockwise, and the other were counterclockwise. Lastly, we secured the top plate to

complete the body frame, as shown in Figure 4.4.

Figure 4.4 The Holybro X500 V2 body frame.

Flight controllers come with a heading mark arrow that indicates the correct orientation for
installation, as shown in Figure 4.5. The controller should be placed on the frame with the top side
up, and the arrow should be pointed towards the front of the vehicle. Flight control boards that
have built-in accelerometers or gyroscopes are sensitive to vibrations. Therefore, we followed the

mounting instructions provided in the flight controller documentation.
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Figure 4.5 Flight controller orientation.

We did not follow the documentation instructions for the telemetry and GPS. Instead, we
placed them in different locations to make space for the 3D-printed model. The telemetry was
fixed on top of the flight controller, and the GPS was fixed on the top plate while making sure the
arrow on the GPS was pointing forward, as shown in Figure 4.6. Finally, all the wiring has been
completed according to the documentation, and Figure 4.7 shows the drone after being fully

assembled and ready to take off.

Figure 4.6 Telemetry and GPS placement.
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Figure 4.7 The drone after being assembled.

The project's subsequent phase involved the drone's adaptation to facilitate the integration
of the 3D-printed model beneath the battery. This requisite adjustment entailed the extension of

the landing gears to a length of 30 cm, as shown in Figure 4.8.
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Figure 4.8 The drone after being modified.

Furthermore, we engineered Velcro straps specifically crafted to secure the battery, as
shown in Figure 4.9.
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Figure 4.9 The Velcro strap of the battery.

Additionally, we developed three additional Velcro straps to fasten the 3D-printed model
beneath the battery effectively. Among these, two straps are strategically positioned to encompass
the 3D-printed model, with an outer strap as a securing mechanism to tightly bind the individual

straps together, as shown in Figure 4.10. The fully geared drone is shown in Figure 4.11.

Figure 4.10 Velcro strap holding the 3D-printed model to the drone.
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Figure 4.11 The fully geared drone.

4.1.2 Software Configuration

In order to begin the drone configuration, the QGroundControl software must be installed
first, as it provides an interface to communicate with the flight controller.

The QGroundControl.Applmage has been downloaded using the official website of
QGroundControl. Then, the command “chmod +x ./QGroundControl. AppIlmage” was used to

Install it. Once it is complete, the program is ready to be launched, as shown in Figure 4.12.
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Figure 4.12 Launching QGroundControl.
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The drone was first connected to the computer through the USB interface to install PX4
firmware on Pixhawk-series flight-controller boards using QGroundControl desktop versions.
Next, within QGroundControl, we navigated to the “Firmware Setup” section, and the latest stable
version of PX4 firmware, compatible with our specific flight controller model, was selected and
installed. Lastly, the flight controller was rebooted and reconnected to proceed with the next
configuration steps.

The next step in configuring the flight controller involved setting the frame type and drone
model from the list provided by QGroundControl. To achieve this, the airframe section in the
vehicle setup is accessed, displaying various possible frames to choose from. Within this page, the
specific vehicle group and type corresponding to our drone were selected, as illustrated in Figure
4.13.

d» k < goveh cle Setup

Figure 4.13 Airframe selection from the QuadCopter group.

The chosen frame reflected our drone type (QuadCopter) and model (HolyBro X500 V2),
which was applied to the Pixhawk controller. Finally, the flight controller was rebooted and is now

ready for the next configuration step.
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The next step in configuring the Pixhawk flight controller was to calibrate the external
compass, which is crucial for accurate and reliable navigation. QGroundControl guided the
process, ensuring proper orientation and rotation. To perform the calibration, we ensured the
location was free from large metal objects or magnetic fields. Then, the computer was connected
to the drone via telemetry radio, avoiding using a USB to minimize magnetic interference.
Initiating the calibration process, we ensured the drone was rotated physically after being held in
a specific orientation shown in the QGroundControl. The calibration was completed when the

associated image of the drone turned green. The process is demonstrated in Figure 4.14.
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Figure 4.14 Compass setup.

Upon completing the calibration for all positions, QGroundControl displayed “Calibration
complete,” with all orientation images in green and the progress bar filled.

The next sensor to be calibrated was the accelerometer, which is crucial for unmanned
vehicles' overall performance and stability. Poor accelerometer calibration could trigger preflight
checks, leading to arming-denied messages, typically related to “high accelerometer bias” or
“consistency check failures” in QGroundControl warnings. The calibration process, guided by
QGroundControl, involved placing and holding the vehicle in various orientations, similar to the

compass calibration. Figure 4.15 demonstrates the process.
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Figure 4.15 Accelerometer positions PX4.

Upon calibrating the vehicle in all positions, QGroundControl indicated “Calibration
complete,” displaying all orientation images in green and the progress bar filled entirely.

Since we will not use an RC controller to control the drone, a computer joystick or gamepad
will be replaced. Consequently, when the gamepad is connected through QGroundControl, it can
serve as a manual control input for the vehicle, offering an alternative to an RC transmitter. This
method particularly applies to manual control units featuring an integrated ground control station.
Radio Setup is unnecessary when exclusively using a joystick and, therefore, would be excluded
from the configuration process. To enable PX4 Joystick Support, we access the parameters section
in QGroundControl and change the parameter COM_RC_IN_MODE to 1, corresponding to
joystick control.

Next, we needed to configure the battery settings to enable the QGroundControl to read
the battery levels properly. The goal was to accurately estimate the remaining battery percentage
and capacity to avoid power depletion during flight. PX4 provides a method for capacity
estimation, and the approach depends on the power module's ability to measure voltage. The
method compares raw measured voltage to the range between “empty” and “full” cell voltages,

providing coarse estimates. The settings were adjusted, as shown in Figure 4.16.
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Figure 4.16 Setup power PX4.

Based on our battery specifications, we set the number of cells, Full VVoltage, and Empty
Voltage (per cell). The settings were then applied to the flight controller, and the controller was
rebooted.

The next step in configuring the Pixhawk flight controller was to set the safety settings,
which were crucial for preventing accidents and ensuring the vehicle's well-being. Safety settings
were designed to implement various protective measures to avoid potential risks and issues during
operation. We accessed the QGroundControl Safety Setup page to set up the safety settings, which
provided some crucial failsafe configurations, including those for battery, RC loss, and trigger

actions such as Return and Land. The safety setup is shown in Figure 4.17.
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Figure 4.17 Safety setup.

The low battery failsafe activates when battery capacity falls below specified warning
levels. We set the warning level to 20% for our needs and the failsafe level to 15%. Manual control
loss (RC loss) failsafe triggers upon losing connection to the RC transmitter or joystick (Ground
Station). Therefore, we set the timeout to 35 seconds, providing enough time for the onboard
computer to issue flight commands later. Data Link Loss failsafe activates when the telemetry link
is lost, which we configure to be 15 seconds. Continuing with the safety setup, we were interested
in adjusting the return behavior of the drone, as shown in Figure 4.18.
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Figure 4.18 Return home settings.
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Return mode engages to bring the vehicle back to the home position, with adjustable climb
altitude and behavior after returning. For our use, we set the drone to land immediately after

returning to its launch location.

4.1.3 Drone Simulation

The Gazebo simulator, an open-source robotics simulator, was utilized to simulate a virtual
environment hosting the virtual drone, allowing us to test our code in a secure environment to
ensure its intended functionality. The simulator was installed by following the official
documentation provided by the Gazebo website.

Before running the simulator's code, we installed essential software and libraries. The
Gazebo simulator and the MAVSDK library, necessary for controlling the virtual drone, were
installed on a Linux PC.

Another crucial requirement was setting up PX4 Software-in-the-Loop (SITL), allowing
PX4-related code to connect with PX4 hardware (drone) simulated virtually in Gazebo. After
installing all the required software, the Gazebo simulator was configured to load a compatible PX4
drone into the virtual environment, and the connection was established through the UDP port, as

seen in Figures 4.19 and 4.20.

4.2 Autonomous Positioning System (APS)

The Autonomous Positioning System (APS) allows the drone to take off and reach a
designated altitude, stabilizing and calibrating mid-air to balance itself and ensuring safe operation
during flight. Thus, this section details how the anti-drone system's APS was configured through

its hardware components, as well as the needed software that enabled such a feature.

4.2.1 Hardware

The Holybro PX4 X500 V2 drone was programmed to reach a designated altitude by
configuring various hardware components. The accelerometer sensor was pivotal in ensuring the
drone's stability and precise altitude control. Calibration of the accelerometer was undertaken,
involving a process where the drone was placed in various orientations to optimize the accuracy
of sensor readings. This step was crucial for enhancing the reliability of altitude-related data and

contributing to a smoother flight experience, as shown in Figure 4.21.
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Additionally, attention was given to the GPS module, a fundamental hardware element for
accurate global positioning. The GPS unit was carefully connected to the flight controller, and its
placement was strategically chosen to provide an unobstructed view of the sky, optimizing satellite
signal reception. Calibration procedures within the flight controller settings were implemented to
fine-tune the GPS accuracy, enabling the drone to obtain precise location data crucial for altitude

control, as shown in the following figure.
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Figure 4.20 GPS connected to the Iight controller.
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4.2.2 Software

In the software realm, the Holybro PX4 X500 V2's altitude control was set using
QGroundControl. Leveraging the software interface, the flight controller parameters related to
altitude control were accessed. Specifically, parameters governing the altitude reference
(ALTITUDE_MODE) and target altitude (ALTITUDE_TARGET) were configured based on
flight requirements.

QGroundControl was instrumental in streamlining this configuration process, offering a
user-friendly interface to adjust and upload these settings to the flight controller. These software
adjustments, combined with the calibrated accelerometer and GPS, ensured the drone could
precisely reach and maintain the specified altitude during its operational flights.

Additionally, the MAVSDK API library is crucial in adjusting the spatial and global
positioning of the drone. In particular, functions like set_takeoff altitude and get_gps_position are

essential for the operation of the drone.

4.3  Malicious Drone Detection System

This section aims to showcase how the detection mechanism is developed within our
designed drone system through both the hardware aspect involving the connection of a camera to
the Raspberry Pi, as well as the software aspect that makes up a pivotal role in configuring the

detection system by means of programming the microcontroller to detect malicious drones.

4.3.1 Hardware

Our detection system consists of a Raspberry Pi and a camera. The Raspberry Pi will be
used to control the drone based on a system we built, which will be discussed in 4.3.2. A camera
was needed to detect the malicious drones. The camera was directly connected to the Raspberry Pi
by inserting the flex cable into the CAMERA connector between the Ethernet and HDMI ports. It
is crucial to ensure that the cable is inserted with the silver contacts oriented toward the HDMI
port [13], as depicted in Figure 4.23. The Raspberry Pi was connected to the front of the drone
using the battery plate and zip tights to make it closer to the camera so we could connect them
easily. The camera was fixed on the front of the drone, using a strong double-face tape, in the same
direction as the flight controller and GPS, making it more convenient when we programmed the

detection system, as shown in Figure 4.24.
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Figure 4.22 The Raspberry Pi and camera connection.

4.3.2 Software

Raspbian OS was installed on a 32 GB SD card to configure the Raspberry Pi. Prerequisites
included a Raspberry Pi 4 Model B, a power source, and a laptop with Ubuntu.

Roboflow is a specialized platform for managing machine-learning image datasets,
primarily focusing on computer vision tasks. The platform provides tools for image annotation,
data augmentation, and dataset versioning, allowing users to prepare image data for training
machine learning models efficiently. This proves particularly useful in domains like object
detection and image classification [21], which we used to set up the detection system software.

In creating a dataset using Roboflow to detect malicious drones, the initial step involved
capturing hundreds of images of the drone from various angles and environments to ensure model
accuracy. Subsequently, the images were uploaded to the Roboflow server for annotation by the

project members.
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Labeling tasks were then assigned to the members, and the annotation process was
straightforward — bounding boxes that the model needed to detect were drawn around the drone,
as shown in Figure 4.24. Once the annotation process was completed, the images were used to
export the custom dataset. Roboflow provided the ability to export the dataset into a multitude of

formats, of which we chose the YOLOvVS8 format.

Figure 4.23 Annotated object.

The custom dataset was then used to train a detection algorithm to detect drones, of which
we chose YOLOV8. YOLOVS is recognized as a state-of-the-art deep learning model renowned
for its effectiveness in real-time object detection. As such, the YOLOv8 model is notable for its
capability to swiftly and accurately identify objects within images or video streams.

In order to train the model, a sufficiently powerful computer was required due to the
complexity of the computational task. Consequently, we chose to facilitate Google Colab service,
a cloud-based platform that allows writing and executing code. As such, it provides a notebook
with a powerful Tesla GPU that can easily perform heavy YOLOVS training. To train the model
on Google Colab, we installed YOLOVS, as shown in Figure 4.26.
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( & Capstone_Project_Dataset_Training.ipynb
File Edit View Insert Runtime Tools Help Allchanges saved

+ Code + Text

v Install YOLOv8

) A\ YOLOVS is still under heavy development. Breaking changes are being Introduced almost weekly. We strive to make our YOLOvS notebooks
work with the latest version of the library. Last tests took place on 27.01.2023 with version YOLOV8.0.20.

If you notice that our notebook behaves incorrectly - especially if you experience errors that prevent you from going through the tutorial - don't
hesitate! Let us know and open an jssue on the Roboflow Notebooks repository.

YOLOv8 can be installed in two ways-from the source and via pip. This is because it is the first iteration of YOLO to have an official package.

¥ [2] # pip install method (recommended)

!pip install ultralytics==8.6.20

from IPython import display
display.clear_output()

import ultralytics
ultralytics.checks()

Ultralytics YOLOVS.8.20 &7 Python-3.10.12 torch-2.1.8+cull8 CUDA:@ (Tesla T4, 15182MiB)
Setup complete [ (2 CPUs, 12.7 GB RAM, 27./78.2 GB disk)

Figure 4.24 Installation of YOLOVS.

Second, we imported YOLO from the Ultralytics library, as shown in Figure 4.27.

¥ [3] from ultralytics import YOLO

from IPython.display import display, Image

Figure 4.25 Importing YOLO module.

Third, we generated the Snippet Code (YOLOvV8 code) in Roboflow that was used to
download the custom dataset, as shown in Figure 4.28.

Your Download Code

0 Jupyter >_ Terminal & Raw URL
Paste this snippet into a notebook from our model library » to
download and unzip your dataset »:

Ipip install roboflow
from roboflow import Roboflow

rf = Roboflow(api_key="iNNNNNNNNNNNNNNNNN )

project = rf.workspace("capstone-ecim2").project("dronecapstone™)
dataset = project.version(3).download("yolov8")

Figure 4.26 The snippet code is generated and ready to be used.

67



© !mkdir {HOME}/datasets #Creating Project directory
%cd {HOME}/datasets #Changing the current directory to the project directory

!pip install roboflow #Install Roboflow Library

#Downloading and extracting the dataset

from roboflow import Roboflow

rf = Roboflow(api_key="------------ )

project = rf.workspace("capstone-ecim2").project("dronecapstone™)
dataset = project.version(3).download("yolov8")

Figure 4.27 The snippet code has been pasted and ready to be executed.

Fourth, we executed the training command that trained YOLOV8 on the custom dataset, as

illustrated in Figure 4.30.

v Custom Training

Y [5] %cd {HOME}

!yolo task=detect mode=train model=yolov8s.pt data={dataset.location}/data.yaml epochs=3@ imgsz=80@ plots=True

Figure 4.28 Epochs set to 30.

When the execution was done, the model weights were optimized and ready to be deployed
on the Raspberry Pi. The custom model weights are used in Appendix A's finalized code when the
model is loaded using the YOLOv8 API.

The confusion matrix served as a comprehensive tool illustrating the model’s performance
across various classes. In our case, the drone detection model exhibited a commendable accuracy
of 97%, correctly identifying and classifying drones. Nevertheless, there was a 3% margin where
the model encountered challenges. During this portion, the bounding box may be presented, but
the drone detection proved inaccurate, resulting in the misclassification of an object as a drone.

This scenario is visually depicted in Figure 4.31.
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Y @© %cd {HOME}
Image(filename=f'{HOME}/runs/detect/train/confusion_matrix.png', width=600)

/content

Confusion Matrix

08

- 0.4

-0.0
Drone background

True

Figure 4.29 Confusion matrix of different classes.

Subsequently, the YOLOV8 package was installed. The YOLO module could be imported
from Ultralytics for further use after installation.

An inference test was conducted using the official pre-trained COCO model to verify the
correct installation, offering an excellent opportunity to familiarize oneself with the new API. The
COCO model served as a widely adopted benchmark in computer vision, providing a large-scale
dataset for object detection, segmentation, and captioning tasks. Researchers and developers
commonly leveraged the pre-trained COCO model to bootstrap their computer vision applications,

benefiting from its robust performance in recognizing common objects in complex scenes [22].
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Two primary approaches to interact with the YOLO code base were the Command-Line
Interface (CLI) and the Software Development Kit (SDK). The CLI mimicked command-line
execution but introduced a convenient tool for running from any directory. On the other hand, the
SDK offered a Pythonic way of utilizing YOLO. This involves importing YOLO from Ultralytics,
creating an instance of the model, selecting a task (detection, segmentation, classification),
choosing the mode (train, validate, or predict), and loading the model by specifying the desired
weights path. The confidence level and source were set, initiating processes such as downloading
images and weights, loading the model into memory, detecting objects, and saving results in the
‘runs’ directory [23]. The final step involves loading the image and displaying the detection results.
This comprehensive pipeline ensures the effective utilization of YOLOV8 for custom dataset tasks
in the capstone project.

Various libraries were utilized to develop code dedicated to detecting malicious drones.
These libraries played a specific role in enabling the drone to perform the necessary functions.

The first library required was the asyncio library, which performed concurrent code using
the async/await syntax. For our objective, we used the async functions to perform various drone
movements, which are non-blocking.

The next library is the MAVSDK, a Python library offering a collection of APIs and tools
built using MAVLink commands and tailored for creating applications that communicate with our
drone. For our project, MAVSDK provided simplified functions coincidentally with asyncio
functions to command the drone to perform various actions such as taking off, GPS checking, and
manual movements such as pitch, yaw, and rotation. Additionally, this library is used to adjust the
drone's position when the detection algorithm indicates the position of the malicious drone. Last,
it is also used for the automatic positioning system, which uses some of the functions provided by
the API to adjust the takeoff altitude.

The next important library was the "time™ module, an integral component of the Python
standard library that provides versatile features for handling tasks related to time. Therefore, we
used it to introduce time delays necessary to allow some commands to be completely performed.
For instance, we placed a delay for proper takeoff to allow the drone to ascend to the intended
altitude.
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Additionally, we required the use of the Picamera2 library, which was essential for taking
photos that would be used to infer the location of the target drone. To that end, we used functions
that read the frames captured by the camera and saved them as PNG files.

As for the detecting algorithm, Ultralytics provided a Python library tailored for advanced
deep learning and computer vision applications. Therefore, we used it to analyze the images
captured by the camera and used the results to determine the next action the drone needed.

The last library we required was the “threading” module, designed for creating and
managing threads within a multithreaded environment. It empowers developers to run multiple
threads concurrently, facilitating parallel execution of tasks and enhancing overall program
performance. Hence, we used it to improve the speed of the execution of our program, especially
since we used a lot of asyncio’s await commands that left the CPU free to do other tasks.
Consequently, the program separated the detection algorithm and the movement commands into

separate threads. The full libraries list is shown in Figure 4.32.

asynclo
mavsdk import System, offboard
time

plcamera2 import Plcamera2, Preview
ultralytics import YOLO
threading

Figure 4.30 Libraries used for the full code of detection.

In order to verify the proper functionality of the camera alongside the detection algorithm,
we implemented a Python script that facilitated OpenCV and the YOLOvV8 API to display a video
stream with the detection algorithm analyzing it and displaying a box around the drone when it
detected it, as shown in Figure 4.33. Through this test, we verified the reliability of our custom

dataset alongside the detection algorithm (YOLOVS).
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Figure 4.31 Drone detected using the custom dataset.

4.4 Malicious Drone Non-Destructive System

The RF jammer, the malicious drone non-destructive method, will be placed in the 3D
printed case and programmed to be part of the code since it will be activated automatically after
detecting the malicious drone.

4.4.1 Hardware

We utilized four main components to implement the RF jamming technique. These
components include a 2.4 GHz jammer module, a directional antenna, a single-channel 5V relay,
and a DC-DC buck converter. The block diagram of the complete system connections is shown in
Figure 4.34.

Figure 4.32 Block diagram of the complete connection of the system.
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The 2.4 GHz module is housed inside a 3D printed case with a hole on the border of the
case to connect the RF out connector to the directional antenna, which is kept outside the housing.

This configuration is shown in Figure 4.35 and Figure 4.36.

Figure 4.34 The 2.4 GHz jammer module with the directional antenna.

To match the voltage and current ratings of the 2.4 GHz module, which requires 5V 2A, we
used a DC-DC buck converter to step down the voltage and current. We also changed one of the
end connectors to XT30, as we will use the PDB to power up the 2.4 GHz module, as shown in
Figure 4.37.
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Figure 4.35 DC-DC buck convertor with an XT30 connector.

On the secondary side of the buck converter, we placed a single-channel relay switch
connected to the Raspberry Pi. The Raspberry Pi will control the relay and turn it ON automatically
after detecting the malicious drone. When it is ON, the jammer will be powered up and start
sending a noise signal to interrupt the malicious drone. If it does not detect the drone, the relay
will remain OFF, and the jammer will remain OFF. The other end of the relay is connected to the
2.4 GHz module using a Type C connector. The following figure shows the DC-DC buck converter
and the relay switch with the different connectors XT30 and type C with jumper wires. Figure 4.39

shows the connection of the relay with the Raspberry Pi.

Figure 4.36 Relay switch connected to the secondary side of the DC-DC buck converter.
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Figure 4.37 The connection of the relay with Raspberry Pi.

4.4.2 Software

The developed Python code presented in Appendix B illustrates connecting the Raspberry
Pi to the jammer and implementing a Python function to trigger the jammer. Initially, we selected
the GPIO pin, pin 17, to transmit the signal to the jammer. Subsequently, the pin was configured
as an output pin to facilitate signal transmission. Finally, using the Raspberry Pi's GPIO library,
we set the voltage of the pin to a high level. This sequence of actions ensured the effective

functioning of the Python code for triggering the jammer.

4.4 Malicious Drone Destructive System
The malicious drone destructive system involves the deployment of a net over the targeted
malicious drone, which is achieved by the hardware aspect of constructing the housing case and the
net hook, in addition to programming the servo motor within the housing case to deploy the net.

Details of the destructive system are within the following subsections.
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4.4.1 Hardware
4.4.1.1 Housing Case Design

To obtain an estimate of the dimensions of the housing case, we measured the lower body
of the drone before proceeding with the design process. Using cardboard material, we constructed
a prototype body of the casing that matched the area we wanted to utilize from the bottom of the
drone. Following the cardboard construction of the model, we have taken from its dimensions to
produce a precise 3D model targeted to our needs. The constructed cardboard model of the housing
case design is shown in the following figure.

——

1/

Figure 4.38 Housing case cardboard prototype.

1
E

The housing case encompasses two primary components, illustrated in both the preliminary
design and the subsequent cardboard prototype. The first entails a cube-like compartment for
housing a microcontroller and the servo motor tasked with the net release. The second involves a
tube-like section crafted to encase the net, facilitated by a net hook, the details of which will be
explored in the forthcoming section.

As for the dimensions within the first design trial, the housing case had a length of 15 cm,
a width of 15 cm, and a height of 24 cm. The tube-like design has two-thirds of the housing case
height, being 16 cm, with a supposed diameter of 3 cm. A reflective 3D model of a housing case

of these dimensions was designed accordingly, as shown in Figure 4.41.
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Figure 4.39 Housing case 3D-modeled design - first trial.

The model was then exported with an STL file format and imported to a computer
connected to the 3D printing machine through Snapmaker Luban. This software interface controls
and manages the functionalities and operations of a Snapmaker 3D printer. Once imported, the
dimensions were verified to be equivalent to what we had designed our model to be, as shown in
Figure 4.42, and consequently, the design was converted to G-Code and passed to the Snapmaker

printer for processing.
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Figure 4.40 Housing case model — first 3D-modeled design dimensions.
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Nonetheless, due to calibration issues, the printed design was produced on a smaller scale
than intended since calibration is crucial to ensure that the printer moves the correct distance for
each step per millimeter, as informed by the machine's lab technician. As shown in the figure
below, the shrunken model was rendered insufficient to the housing case requirements and

intended capacity. Thus, another model was printed after the Snapmaker device was recalibrated
and tested.

[

Figure 4.41 3D-printed housing case model — first trial.

Before proceeding with printing, the model again refined the design to ensure the housing
case would have enough capacity to hold an average-sized net within its tube compartment. Thus,
we have collectively agreed to increase the tube's diameter to 6 cm. Moreover, as a precautionary
measure to avoid the housing case being longer than the space under the drone, the entire height
of the model was reduced to 18 cm, where 6 cm was allocated to the cube compartment. In

comparison, 12 cm was allocated to the tube. The developed design is shown in Figure 4.44.
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Figure 4.42 Housing case 3D-modeled design — second trial.

Once more, the second design underwent the export process to Snapmaker Luban in the
STL file format. Following a thorough validation of dimensions, the model was converted to G-
Code and was subsequently sent into production using the Snapmaker printer. The printing
operation took approximately 10 hours on average, and the resulting output assured compliance
with the specified requirements. The total height was verified to be 18 cm, the tube was 12 cm in
length and 6 cm in diameter, while the cube-like compartment was of a 100 cm? area and 6 cm in

height. The design maintained the desired size and quality parameters, as shown in Figure 4.45.

Figure 4.43 3D-printed housing case model — second trial.
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As the designed model is ensured to meet our desired quality standards, we have begun
planning the structure of placing the needed components within. While the tube compartment
would encompass the net and the hook holding it, the upper cube compartment would have the
jamming circuit with a directional antenna protruding the casing's shell, a power distributor that
feeds from the battery into different components within the drone, a relay module, and the servo
motor that hold the hook still until further command from its corresponding microcontroller. The

resulting arrangement within the casing is demonstrated in Figure 4.46.

Figure 4.44 3D-printed housing case with components placed.

4.4.1.2 Net Hook Design

Regarding the hook responsible for securing the net within the compartment and controlled
by the servo motor, the optimal design approach incorporated 3D-printed PLA. This material was
chosen for its durability and effective customizability, particularly for a relatively small component
not readily available in prefabricated forms. The design process entailed crafting a disk with a
diameter slightly less than that of the tube compartment, specifically settled at approximately 5.25
cm. This disk was connected to a hook measuring 3 cm in length. Hllustrated in Figure 4.47, the
hook serves as a mechanism for the servo motor to hold the net in place securely, facilitated by a
protruding handle integrated into the hook. Upon release, the handle lowers, allowing the net to

disengage from the tube, effectively deploying it toward the target rogue drone.
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Figure 4.45 Net hook 3D-modeled design.

In a similar approach to printing the housing case, the STL file format of the design was
exported to Snapmaker, which converted the design to G-Code to execute the printing process.
The 3D-printed net hook was 3.5 cm tall, where 3 cm was the height of the protruding handle
alone. The disk was also verified to be 5.25 cm in diameter, as initiated within the initial design.

Quality parameters of robustness were also met, and the printed model can be seen in Figure 4.48.

Figure 4.46 3D-printed net hook model.

4.4.1.3 Net Design

A fusion of umbrella and slingshot concepts is employed in the net deployment mechanism
design. Within the casing tube, the net's center retraction and expansion of metallic arms are
regulated to resemble the operational principles of an umbrella. In its inactive state, as shown in
Figure 4.49, the net center would retract towards the top of the tube, where the net hook is placed
through the servo motor’s handle, leading to the collapse of metallic arms enclosed within the tube.

This contraction mechanism mirrors the folding action of an umbrella.
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Figure 4.47 View of net mechanism: contraction state.

Conversely, during deployment, the net's center is released and propelled forward via a
rubber-band tensioning system, similar to the mechanics of a slingshot and as demonstrated in
Figure 4.50. As the SkyPhoenix anti-drone defense system detects the malicious drone and hovers
over it, the net descends through the tube, and the metallic arms expand, forming an effective aerial
barrier, as demonstrated in Figure 4.50. This dual-action deployment approach provides a practical
and efficient destructive mechanism to counter malicious drones with minimal subsequent damage

to the surrounding premises.
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Figure 4.48 Rubber-band tensioning system a) pulled and b) released.
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Figure 4.49 View of net mechanism: expansion state.

4.4.2 Software

To deploy the net through the casing's tube onto the targeted malicious drone, the
developed Python code in Appendix C utilizes the RPi.GPIO library to control the Raspberry Pi's
GPI10O pin connected to the servo’s signal wire. Initially, the GPIO mode is set to BCM, and the
servo_pin variable is defined as the GPIO pin, pin 18, in this case, connected to the servo's signal
wire. The PWM, pulse width modulation, parameters are then configured with a frequency of 50
Hz.

The set_angle function within the code allows precise control over the servo motor's
position. It calculates the duty cycle based on the desired angle and adjusts the servo accordingly.
The servo is initially started at a 0-degree position using pwm.start(0) in this specific
implementation. The set_angle(10) function is then called, moving the servo to approximately 90
degrees, representing the deployment position. A time.sleep(1) interval is included to ensure

stability in servo movement.
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CHAPTER 5: EVALUATION

5 Evaluation

This section will conduct a comprehensive assessment of the anti-drone defense system,
marking the conclusion of the implementation phase. The evaluation will focus on the system's
effectiveness in real-world scenarios involving unauthorized drone intrusions, assessed through

rigorous tests.

5.1  Testing Autonomous Positioning System (APS)

Testing the SkyPhoenix anti-drone defense system requires a thorough examination of its
autonomous positioning capabilities to identify and control the position of the system precisely
without external intervention. This evaluation is essential to ensure the system's effectiveness in
autonomously tracking and countering unauthorized drones. The testing process involves assessing
the system's accuracy in determining the position of potential threats and executing appropriate
countermeasures. The testing of this system can be conducted through either simulation or field
testing. Simulation testing involves assessing the system's performance in controlled scenarios
within virtual environments, allowing for a thorough evaluation of accuracy and reliability, as
detailed in Section 5.5.

On the other hand, field testing relies on GPS data and user-input height values determined
through QGroundControl. As depicted in the following figures, Figure 5.1 illustrates the user-
provided height value, Figure 5.2 demonstrates the successful connection of GPS using the code,
and Figure 5.3 confirms the successful GPS connection with the drone, indicated by a green light.
These tests collectively ensure the robustness and functionality of the autonomous positioning

system in both simulated and real-world conditions.

( )

await drone.action.set takeoff altitude(

await drone.action.takeoff()
await asyncio.sleep(2)

Figure 5.1 User-provided height value.
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Figure 5.3 The successful GPS connection with the drone.

Subsequently, Figure 5.4 presents the real-life testing results, depicting the drone
positioned 2.2 meters above the ground. This real-life scenario validates the system’s performance
and ability to accurately determine and control the drone's position in practical, dynamic

environments.

TR 7.

Figure 5.4 The real-life testing results.
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5.2 Testing Malicious Drone Detection System

The code was executed using a DJI Mavic Air drone to assess the camera detection system.
Our drone demonstrated the ability to move forward, backward, turn left, and turn right. As
depicted in Figure 5.5, Figure 5.6, Figure 5.7, Figure 5.8, and Figure 5.9, respectively, the code
output displayed the appropriate commands to maintain tracking of the malicious drone. The

system effectively enabled movement in all four directions.

Figure 5.7 The output from the code of backing up state.
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Figure 5.9 The output from the code of turning right State.

It is important to note that the drone changes flight modes depending on the objective it is
trying to achieve. As such, during the takeoff phase, the drone switches to arm mode and then to
takeoff mode. After that, the drone needs to move around which is achieved by switching to
position mode. As for deploying the net, the drone is moved manually by switching to manual
mode. Lastly, Figure 5.10 illustrates the outcome of the code, when capturing photos to implement
the appropriate command.
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Figure 5.10 Photo Captured Using the Raspberry Pi Camera.

5.3  Testing Malicious Drone Non-Destructive System (RF-Jamming)

The RF jamming system can be tested using a testing drone with 2.4 GHz bandwidth for
wireless communication or an oscilloscope. When the jammer is off the 2.4 GHz band and is
packed with different wireless signals, nothing interferes with the signal, as shown in Figure 5.11.
On the other hand, when the jammer is ON, the signal produced by the jammer will take off the

2.4 GHz band, which will make other devices lose connection, as illustrated in Figure 5.12.

RBW 3 MHz
Att 50 dB VBW 10 MHz M2[1] -22.68 dBm
Ref 30.00 dBm SWT 2.5ms 2.500000000 GHz
| M1i[1] -23.11 dBm
2.400000000 GHz
20 a:;..l.
10 dBm
0 dBm I
10 dBl
1
-6 W]..lnl i |] | | U
CF 2.4 GHz Span 500.0 MHz

Figure 5.11 2.4 GHz bandwidth when jammer is OFF.
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RBW 3 MHz
Att 50 dB VBW 10 MHz M2[1] 19.15 dBm
Ref 30.00 dBm SWT 2.5ms 2.500000000 GHz
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10 dBm ‘[ \
0 ua...l [ ‘
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Figure 5.12 2.4 GHz bandwidth when jammer is ON.

When testing the jammer with the code loaded onto the drone, it was observed that the
testing drone maintained its state and position. This outcome indicates that the malicious user could
not control the drone effectively, as the jammer successfully disrupted the 2.4GHz communication
signal used for drone control, as shown in the following figures. When the jammer is off, the drone

is fully functional, as shown in Figure 5.13, and when we turned ON the jammer, the drone was
not moving from the ground, and we lost control of it.

Figure 5.13 When the jammer is OFF.
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Figure 5.14 When the jammer is ON.

Jammer pin switched ON
Jammer pin switched OFF

Figure 5.15 Successful execution of the code.

5.4  Testing Malicious Drone Destructive System (Net Capturing)

The capturing net functionality of the SkyPhoenix anti-drone defense system was
systematically tested to assess its effectiveness in countering unauthorized drones. This evaluation
aimed to measure the efficiency and reliability of the capturing net mechanism in capturing rogue
drones. As shown in Figures 5.16 and 5.17, the results demonstrate the net’s capability to entangle

and immobilize the targeted drone securely.

Figure 5.16 Designed net mechanism operating as intended — first trial.
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Figure 5.17 Designed net mechanism operating as intended — second trial.

5.5  Testing Overall System Performance

Through a series of test runs that spanned three months following the prototype’s assembly

and the development of its functionalities, the overall performance of the four main system features

was subjected to rigorous evaluation. The testing period, commencing in late October and

extending until early January of the subsequent year, allowed for a comprehensive assessment of

the system’s capabilities, as shown in further detail in Table 5.1.

Table 5.1. SkyPhoenix anti-drone defense system performance assessment.

SN Autonomous | Malicious Drone | Non-Destructive Destructive
est Run
Positioning Detection (RF Jamming) (Net-Capturing)
Oct 29 — ) o Initial Housing Case
Satisfactory Model Training ) )
Nov 11 Implementation Design
Improved Initial Initial Initial
Nov 13-27 - ) ) )
Stability Implementation Implementation Implementation
Consistent ) Optimized Initial
Dec 3-15 ) ) Effective )
Functionality Performance Implementation
Enhanced Advanced ) Enhanced Capture
Dec 16-31 - ) Further Refinement
Precision Detection Success
Dec 25- Optimal ) Improved Jamming Refined Net
Robust Detection
Jan 2 Performance Range Deployment
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5.6  Survey Analysis

In assessing the SkyPhoenix anti-drone defense system, we devised a survey consisting of
8 multiple-choice questions and a single short-answer question, as elaborated through this analysis.
The objective was to measure the system's perceived necessity and identify any concerns or
suggestions from the general public regarding its functionality.

Seventy-five individuals participated in the survey, and around 76% demonstrated
awareness of the potential threats posed by unauthorized drones, as demonstrated in Figure 5.18.
While people being aware or hearing about potential threats may not necessarily mean a profound
understanding of the situation and the complexities behind it, the collected data offers insight into
why the general public considers unauthorized drones a threat in the first place. If people
acknowledge it as an issue worth considering or developing a countermeasure for, as is the case
here, then the SkyPhoenix anti-drone defense system is not merely a vanity project but a solution

to the widely considered issue of drones' misuse.

Q1 Have you ever heard about the potential threats from unauthorized
drones in restricted areas or for illegal activities?

Answered: /5  Skipped: 0

YE ) _

Net Sure

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
ANSWER CHOICES RESPONSES
Yes 76.00% 57
No 13.33% 10
Not Sure 10.67% 8
TOTAL 75

Figure 5.18 Results of the first survey question.
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Furthermore, 80% acknowledged the pressing concerns associated with the misuse of
drones in contemporary times, varying from merely agreeing to strongly agreeing, as shown in
Figure 5.19. These findings are valuable in that they impose an urgency to address these concerns
and have countermeasures put in place, and that is how the SkyPhoenix anti-drone defense system
would play a pivotal role in controlling the frequency of malicious activities by rogue drones.

Q2 Do you believe that the misuse of drones for illegal or harmful activities
is a significant concern in today's society?

Answered: 75  Skipped: 0

Stmngw e _
e _
Neither agree
nor disagree
Disagree
Strongly
disagree
0% 10% 20% 30% 40% 50% 60% T0% 80% 90% 100%
ANSWER CHOICES RESPONSES
Strongly agree 30.67% 23
Agree 49,33% 37
Neither agree nor disagree 18.67% 14
Disagree 1.33% 1
Strongly disagree 0.00% 0
TOTAL 75

Figure 5.19 Results of the second survey question.

A vast majority expressed support for the system's necessity in countering malicious
drones, as shown in Figure 5.20, with a notable preference for disrupting and jamming connections
of unauthorized drones and tracking base location, detailed in Figure 5.21. It is noteworthy to
highlight how all four proposed features within the question in Figure 5.21 have gained balanced

results, showcasing how individuals consider them valuable measures to ensure public safety.
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Q3 In your opinion, how important is it to have a technology that can
effectively defend against malicious drone activities?

Answered: 75 Skipped: 0

Very important
Important
Neutral

Not important

Mot at all
important

0% 10% 20% 30% 40% 50% 60% T0% 80% 20% 100%

ANSWER CHOICES RESPONSES

Very impartant 46.67% a5
Important 42.67% 32
Neutral 8.00% [
Mot impaortant 1.33% 1
Not at all important 1.33% 1
TOTAL o

Figure 5.20 Results of the third survey question.

Q4 Which of the following counter-drone capabilities do you find most
valuable in ensuring public safety?

Answered: 75 Skipped: 0

Weakening
drone...

Tracking base
location

Disrupting and
jamming...

Capturing

hostile drones

0% 10%  20%  30% 40% 50% 60% T0%  80%  90% 100%

ANSWER CHOICES RESPONSES

Weakening drone performance 34.67% 26
Tracking base location 70.67% 53
Disrupting and jamming connections 70.67% 53
Capturing hostile drones 49.33% 37

Total Respondents: 75

Figure 5.21 Results of the fourth survey question.



A majority have also expressed varying levels of concern towards their privacy being
invaded by unauthorized drones, as presented in Figure 5.22, imposing a higher need to have a
countermeasure being put into action, especially against rogue drones flying around residential
and populated areas. Moreover, a striking 70% of the survey takers have agreed upon the
proposition that an opposing defense drone is a practical solution to combat malicious drones, as
shown in Figure 5.23, giving the SkyPhoenix anti-drone system the reception it needs from the
general public before being put into official use. While such a defense system would be mainly
government-facilitated, the public's positive reception is deemed necessary as the anti-drone
defense system would operate above the skies they live under. Thus, they need to be assured with
safety and live in synergy with such a technology, especially with most people now being educated
about the up and coming technologies, as seen with the seventh survey question, as 80% of the
survey takers were already familiar with varying extents on the concept of drones being used for

defense measure, further detailed in Figure 5.24.

Q5 How concerned are you about your privacy being invaded by
unauthorized drones?

feryconeeme _
Conzc.rncd _
Neutral

Mot concerned

Mot concerned
at all

o 10 20 30 40 50% 6O 0y 80 20 100

ANSWER CHOICES RESPONSES

Very concemned 34.67% 26
Concemed 34.67% 26
MNeutral 22.67% 17
Mot concemed 4, 00% 3
Mot concemed at all 4.00%

TOTAL 75

Figure 5.22 Results of the fifth survey question.
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Q6 Do you think a defense system involving an opposing drone is a

practical solution to mitigate the threats posed by hostile drones?

Answered: 75 Skipped: 0

YES _
No .

Mot Sure

0% 10% 20% 30% 40% 50% 60% T0% 80% 90% 100%

ANSWER CHOICES RESPONSES
Vos 70.67%

No 8.00%

Not Sure 21.33%
TOTAL

Figure 5.23 Results of the sixth survey question.

Q7 Are you familiar with the concept of using drones for defensive
purposes, such as countering other drones?

Answered: 75 Skipped: 0

Yes, very
familiar

i _

familiar

Not familiar
at all

% 10% 20% 30% 40% 50% 60% T0% 80%  90% 100%

ANSWER CHOICES RESPONSES
Yes, very familiar 40.00%
Somewhat familiar 40.00%

Not familiar at all 20.00%
TOTAL

Figure 5.24 Results of the seventh survey question.
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Similar to the previously presented questions, the eighth question measures the amount of
support defense drones would generally receive if deployed in critical locations to respond in
threats, with around 49.33% of the participants supporting such an execution and 34.67% even
strongly supporting the countermeasure of having defense drones being put into the field.
Moreover, the rest of the participants felt neutral with minimal opposition to the proposed system,
being one participant out of 75 participants. A detailed visualization of the discussed collected

sample is as shown in Figure 5.25.

Q8 Would you support the deployment of defense drones in critical areas
to respond quickly to potential threats?

Answered: 75 skipped: (

Strongly
support

Suppart _

MNeutral
Oppose

Strongly oppose

0% 10% 20% 0% 40% 50% 60% 0% B80% 0% 100%

ANSWER CHOICES RESPONSES

Strongly support 34.67% %5
Suppont 49.33% 37
Meutral 14.67% 11
Oppose 1.33% 1
Strongly oppose 0.00% 0
TOTAL 75

Figure 5.25 Results of the eighth survey question.

97



While familiarity with using defense drones to mitigate threats was generally strong to
decent among participants, they also articulated concerns and suggestions to enhance system
effectiveness and safety within the short-answer question in Figure 5.26. While 20 of the 75 survey
takers have not contributed to this question, the other majority has provided valuable input with
prominent concerns centered around the possibility of false positives and the inadvertent targeting
of unintended subjects by the defense drone. Privacy emerged as a topic of inquiry, with
individuals questioning if the drone's footage could jeopardize individuals; however, it is crucial
to note that these defense systems are designed to detect other rogue drones possibly invading
means of privacy. Regarding suggestions, some proposed regular maintenance for the defense
drone to prevent mid-flight accidents or damage during defense operations. Additionally, there
were suggestions for a multi-agent anti-drone defense system, advocating for multiple drones to
coordinate tasks within the same defense system, thereby ensuring enhanced precision and

accuracy during target elimination operations.

Q9 In your own words, describe any concerns or suggestions you may
have regarding the use of defense drones to counter unauthorized drones.

Answered: 55  Skipped: 20

Figure 5.26 Short-answer survey question with completion status.

5.7  Ethical, Economic, and Environmental Impact

The ethical considerations surrounding the SkyPhoenix anti-drone defense system are
crucial in ensuring responsible and justifiable deployment. As the system is designed to counter
malicious drones, striking a balance between the system's security benefits and the protection of
individual privacy is highly important as potential concerns arise regarding privacy infringements
and the inadvertent interception of lawful drone activities. Additionally, there is a need to address
the possibility of false positives, ensuring that the defense drone does not mistakenly target
authorized drones, thereby preventing unintended disruptions or damage. Transparency in the
system'’s operations and clear communication about its deployment in restricted areas are essential

to alleviate concerns and build public trust.
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Moreover, the project recognizes the importance of adhering to regulatory frameworks,
seeking approvals, and mitigating potential risks associated with component failure. By thoroughly
addressing these ethical considerations, the SkyPhoenix anti-drone defense system aims to uphold
principles of fairness, privacy, and responsible technology use.

It is also noteworthy to highlight how the system's cost efficiency is a key advantage from
an economic perspective. Its potential applications in both commercial and military settings signify
a versatile solution that addresses security challenges without imposing significant financial
burdens. This economic viability positions the SkyPhoenix system as an attractive choice for
entities seeking effective drone defense mechanisms without compromising set budgets and
economic responsibility.

Environmentally, the system goes beyond mere energy efficiency; it adopts a holistic
approach to minimize its overall environmental footprint. This commitment to responsible
resource use reflects an understanding of balancing technological advancements with positive
environmental commitment. By prioritizing a sustainable design choice, the system acknowledges
the importance of mitigating adverse environmental effects associated with technology

deployment.
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CHAPTER 6: CONCLUSION AND FUTURE WORK

6 Conclusion and Future Work

The conclusion chapter acts as the central hub where the diverse components of our research
are woven together. Here, we reiterate our accomplishments in relation to the objectives
established in the introduction, drawing from the review, design, implementation, and evaluation
chapters as needed. Additionally, we provide insights into prospects. We also engage in a moment
of self-reflection, assessing whether there were avenues for enhancing the quality of our work and

how this might have been achieved.

6.1  Conclusion

In conclusion, using drones for surveillance and defense against other unmanned aerial
vehicles represents a burgeoning technological trend, finding application in various sectors,
including airports and correctional facilities worldwide. Autonomous security drones stand as a
remarkable innovation in the realm of advanced security and surveillance technologies. As a
solution to the identified challenges, we have devised a user-friendly, cost-effective autonomous
security drone founded on a multitasking system within the scope of this capstone project. This
drone can detect malicious drones, disrupt their signals, and apprehend them using a net-based
mechanism. Over this year, we have successfully designed and constructed a prototype that serves
as a robust and effective solution to the challenges we have delineated. To achieve this, we have
harnessed the power of Raspberry Pi for video processing, employing the Python Integrated
Development Environment (IDE) for coding and command execution. As an essential part of the
project, a Gantt chart is provided to show the chronological progress of the project, further detailed

in Figure 6.1.
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CAPSTONE DESIGN PROJECT SCHEDULE Project Title: SkyPhoenix (Anti-Drone Defense System)

Start Duration | Responsible % MONTH 1 [ MONTH 2 [ MONTH 3 [ MONTH 4 |
TASK DESCRIPTION End Date
Date (S L o e e wict] w2 | wiks | wka | ikt [ wkz | wks] wika| i [ wiz [ wis] wka| wi [ wiz [wis [ wke|

CPEG/ELEG 475
1 |Project selection and outline 12/2 23/2 1 Al 100%
2 |Background reading (Literature Review)| 26/2 16/3 3 Al 100%
3 |Planning and timetabling 12/3 23/3 2 Al 100%
4 |Design alternatives 19/3 13/4 4 Al 100%
5 |Analysis 16/4 20/4 1 Al 100%
6 |Initial testing x X X X 0%
7 |Budgeting 23/4 4f5 2 Al 100%
8 [Reporting 26/2 18/5 12 Al B0%
9 [Presentation X X X X 0%
CPEG/ELEG 480

mplementation and testing to prove
1 |that the specifications have been 29/10 21 10 Al 100%

satisfied

Verification and validation applied at all
2 PP 17/12 4/1 3 Al 100%

stages

Critical appraisal of the project,

indicating the rationale for the

design/implementation decisions,
3|esENImP } . 1911 | a1 A 1003

lessons learned during the course of the

project, and evaluation of the product

and the process
5 [Reporting 5/11 4/1 9 Al 100%
6 |Presentation 8f1 1171 1 A 100%

Figure 6.1 Capstone design project schedule.

6.2  Future Work

In the future, our team plans to enhance the SkyPhoenix anti-drone defense system by
implementing advanced machine learning algorithms for more accurate threat detection, as our
team is committed to enhancing the drone's capabilities by developing a robust GPS spoofing and
hijacking system that will enable us to take full control of any malicious drones that come our way.

In our upcoming plans, we aim to incorporate the cutting-edge technology of depth cameras
to significantly enhance our detection capabilities and provide more accurate object dimensions.
These advanced cameras are designed to capture three-dimensional data by measuring the distance
between the camera and the objects in its field of view, allowing for precise and detailed analysis.
With this upgrade, we look forward to achieving greater efficiency and accuracy in our work.

Our team is dedicated to designing and implementing a cutting-edge capture mechanism
that can operate at a greater distance and provide more precise targeting. This mechanism will be
equipped with the latest technology to ensure its accuracy and effectiveness. To achieve this, our
team will explore a range of innovative approaches and technologies, including advanced sensors,

machine learning algorithms, and robotic systems.
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We believe our work will contribute to developing more efficient and effective capture
mechanisms with potential applications in various fields, including law enforcement, military
operations, and scientific research.

Moreover, a consideration of enhancing the capabilities of the jammer to make it more
effective in disrupting the operations of a wider range of drone models is currently in the works.,
We also consider expanding the system by having multiple defense drones in sync as a multi-agent
system, where they would all operate together so that the system can cover a larger area and affect
more drones. Additionally, we are exploring ways to enable the jammer to operate on different
frequency bands, allowing it to effectively target a broader range of drones with varying
communication protocols. By expanding our jammer's range and frequency capabilities, we aim
to provide a more comprehensive and reliable solution for mitigating the risks posed by
unauthorized drone operations in various settings, such as airports, critical infrastructure sites, and

public events.
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APPENDIX A

In order to detect the malicious drone, the following code will be executed:
import import asyncio
from mavsdk import System
import time
from picamera2 import Picamera2, Preview
from ultralytics import YOLO
import threading
# Load a model
print("Loading model™)
model = YOLO('drone9.pt’) # load an official detection model
print("Initiating cam')
picam2 = Picamera2()
preview_config = picam2.create_preview_configuration(main={"size": (640, 480)})
picam2.configure(preview_config)
print("Starting cam")
picam2.start()
time.sleep(2)
print(“getting initial results")
results = model(“test.png"”, save=True, conf=0.7, max_det=1)
def takePhoto():
print("setting global variables™)
global results, model
print("running algorithm™)
results = model("test.png", save=True, conf=0.6, max_det=1)
print(“returning")
return
async def droneLaunch():
# Connect to the drone
drone = System()
await drone.connect(system_address="serial:///dev/tty ACMO0:57600")
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# This waits till a mavlink based drone is connected
print("Waiting for drone to connect...")
async for state in drone.core.connection_state():
if state.is_connected:
print(f"-- Connected to drone!™)
break
# Checking if Global Position Estimate is ok
async for health in drone.telemetry.health():
if health.is_global_position_ok and health.is_home_position_ok:
print("-- Global position state is good enough for flying.")
break
# Arm the drone
print(“arming")
await drone.action.arm()
# set the manual control input after arming
print(“'setting manual control™)
await drone.manual_control.set_manual_control_input(
float(0), float(0), float(0.5), float(0)
)
# Takeoff
print("setting altitude™)
await drone.action.set_takeoff_altitude(float(2.2))
print("taking off")
await drone.action.takeoff()
await asyncio.sleep(9)
# start manual control
print("-- Starting manual control™)
await drone.manual_control.start_position_control()
task2 = threading. Thread(target=takePhoto)
x=0

print(“entering loop")
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while x < 30:
# Wait for both tasks to complete
if task2.is_alive():
print(*joining process")
task2.join()
print("taking photo™)
picam2.capture_file("test.png™)
print("starting process™)
task2 = threading. Thread(target=takePhoto)
task2.start()
print("drone control thread™)
boundsXYWH = results[0].boxes.xywh
if boundsXYWH.size(0) !'=0:
droneArea = boundsXYWHI0][2] * boundsXYWH]IO0][3]
print("Drone Detected")
if boundsXYWHI0][0] > 420:
# Turning Right
print("Turning Right")
await drone.manual_control.set_manual_control_input(0, 0, 0.5, 0.5)
await asyncio.sleep(0.5)
await drone.manual_control.set_manual_control_input(0, 0, 0.51, 0)
elif boundsXYWH][0][0] < 220:
# Turning Left
print("Turning Left")
await drone.manual_control.set_manual_control_input(0, 0, 0.5, -0.5)
await asyncio.sleep(0.5)
await drone.manual_control.set_manual_control_input(0, 0, 0.51, 0)
elif droneArea > 10000:
# Back Up
print(“backing up")

await drone.manual_control.set_manual_control_input(-0.4, 0, 0.5, 0)
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await asyncio.sleep(1.5)
await drone.manual_control.set_manual_control_input(0, 0, 0.52, 0)
elif droneArea < 5000:
# Forward
print("moving forward")
await drone.manual_control.set_manual_control_input(0.4, 0, 0.5, 0)
await asyncio.sleep(1.5)
await drone.manual_control.set_manual_control_input(0, 0, 0.52, 0)
else:
print("Standing Still™)
await drone.manual_control.set_manual_control_input(0, 0, 0.52, 0)
X=x+1
print("landing™)
await drone.action.land()

asyncio.run(droneLaunch())
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APPENDIX B

In order to RF jam the malicious drone, we will run the following code:
import RPi.GPIO as GPIO
import time
# Set the GPIO mode to BCM
GPI10.setmode(GP10.BCM)
# Define the GPIO pin you want to use
gpio_pin =17 # Change this to the GP10O pin you are using
# Set up the GPIO pin as an output
GPI0O.setup(gpio_pin, GP1O0.0OUT)
while True:
# Turn the GPIO pin on (high)
GPI10O.output(gpio_pin, GPI10.HIGH)
print("GPIO pin {} ON".format(gpio_pin))
time.sleep(20) # Wait for 8 second
# Turn the GPIO pin off (low)
GPIO.output(gpio_pin, GP10.LOW)
print("GPIO pin {} OFF".format(gpio_pin))
time.sleep(20) # Wait for 3 second
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APPENDIX C

In order to capture the malicious drone using a net, we wrote the following code, and
executed it:
import RPi.GPIO

import time

#Set the GP1O mode and the pin number

GPI10O.setmode(GP10.BCM)

#The following could be any GPIO pin connected to the servo signal wire
servo_pin =18

#Set the PWM parameters

GPIO.setup(servo_pin, GPIO.OUT)

#50 Hz Frequency

pwm = GPIO.PWM(servo_pin, 50)

#Function to set the servo angle

def set_angle(angle):
duty cycle = (angle/18)+2
GPI10.output(servo_pin, True)
pwm.ChangeDutyCycle(duty_cycle)
time.sleep(1)
GPI10.output(servo_pin, False)
pwm.ChangeDutyCycle(0)

#Start PWM with 0-degree position

pwm.start(0)

#Move the servo to 90 degrees

set_angle(10)

time.sleep(1)
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